II. Intellectual Property

II. Intellectual Property

Intellectual property is the concept used to describe the rights one has to an idea
that he conceived. Accepting intellectual property in full force would mean that
one may not use any idea of another individual with asking him permission.
Let's discuss a number of scenarios where intellectual property may be relevant
but not as obvious:

(Scenario #1 w

/ Shimon is in the process of producing an album of his musicom
compositions. In order to test his songs, he sings them at various

synagogue functions but insists that nobody in the audience is

permitted to sing his songs, even privately, until the album is

produced. Does Shimon have the right to place such limiting

restrictions on his audience members?

\_ )

( Scenario #2 w

/ Lisa is known throughout her community as a gourmet chef with\
unique recipes. On one occasion, one of her guests, Sarah asked her
for the recipe of a certain dish. Lisa proceeded to tell Sarah the
recipe. However, Lisa was concerned that the recipe will become
widespread throughout the community so she stipulated that Sarah
may never use the recipe to make that dish. Does Lisa have the

kright to forbid Sarah from using the recipe? /

( Scenario #3 W

\

After years of commuting through treacherous traffic conditions,
Sam discovered a back road that cut his commute time in half. One
day, Joe asked Sam for a ride into the city. Sam was hesitant to
offer the ride because he did not want to reveal his secret to anyone.
He decided to offer a ride to Joe on condition that he does not share
this secret with anyone. Is Joe bound by Sam'’s restriction?

\_ )
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II. Intellectual Property

All of these scenarios may seem like extreme applications of the concept of
intellectual property. What is it about these cases that differ from the classic
cases of intellectual property restrictions such as copying books, software, or
music? Let's examine the halachic discussion that may be relevant to intellectual
property and then return to these three scenarios.

The notion of intellectual property assumes that one can own something that
doesn't physically exists. Violating someone's intellectual property rights does
not directly detract from anything in his possession, though it may affect his
ability to profit from his idea. Nevertheless, there is no physical loss incurred
from an intellectual property rights violation. Does Halacha recognize the
concept of intellectual property?

The Talmudic Sources

In addressing the issue of intellectual property and copyright, rabbinic decisors
present a variety of Talmudic sources to support the notion that Halacha
recognizes the concept of intellectual property. We will present three of those
sources. [For a more detailed discussion of these sources, see R. Ya'akov A.
Kohen, Emek HaMishpat Vol. IV, who devotes many chapters of his book to this
topic.]

Tractate Sanhedrin

R. Chaim Sofer, Machaneh Chaim, Choshen Mishpat 2:49, discusses a case where an
individual was caught transcribing Torah ideas from other individuals and
presenting them as his own. R. Sofer was asked whether the individual should
be considered a ganav (thief). R. Sofer responded that this individual should be
considered a ganav. One of the main sources he employed to present this idea is
the Gemara regarding the prohibition against a non-Jew studying Torah. [The
topic of a non-Jew studying Torah is beyond the scope of this work.]
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II. Intellectual Property

1.

R. Johanan said: A heathen who studies the
Torah deserves death, for it is written, Moses
commanded us a law for an inheritance; it is
our inheritance, not theirs. Then why is this not
included in the Noachian laws? — On the
reading morasha [an inheritance] he steals it.

Sanhedrin 59a

R. Sofer states:

2.

And even though we will not lose anything if a
non-Jew learns our Torah, nevertheless, since a
hidden delight (i.e. the Torah) was given to us
from Heaven as an inheritance, anyone [who is
not Jewish] who reaches out to partake from it
and enjoy it is a thief. This is also the case for
any man who appropriates for himself the
wisdom and Torah of his friend who had
acquired his portion from Heaven - this man is
an utter thief.

Machaneh Chaim, Choshen Mishpat 2:49
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Does the Talmudic source presented by R. Sofer prove definitively that there is a

Halachic concept of intellectual property?

There are two noteworthy points regarding use of this source as the basis for the
concept of intellectual property. First, R. Moshe Schick, Teshuvot Maharam Schick,
Yoreh De'ah no. 156, in a letter to R. Sofer, disagrees with R. Sofer's premise. R.
Schick contends that theft is not applicable when the owner does not sustain a
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II. Intellectual Property

physical loss. He suggests that perhaps this Gemara, which rules that a non-Jew
who learns Torah is considered a thief, should not be taken literally, or
alternatively, that this Gemara follows a rejected opinion. Second, R. Sofer's
contention may be limited to Torah alone, and not general intellectual property.
In R. Sofer's words "He acquired his portion from Heaven," - implying that this
analysis may not be applicable to other forms of intellectual property.

Tractate Baba Kamma
R. Shimon Shkop, Chiddushei R. Shimon Yehuda HaKohen, Baba Kamma no. 1,
compares the concept of intellectual property to the liability one has for digging a

pit in a public area. Regarding the digging of a pit, the Torah, Shemot 21: 33-34,
states:

3.

And if a man shall open a pit, or if a man shall 71727 92 IR ,712 WUR 110D DY
dig a pit and not cover it, and an ox or an ass fall aRw DO 11030 K9 Y2 WO
therein. The owner of the pit shall make it good; M7 YL MR IR LMY
he shall give money unto the owner of them, P9y U AO3 ,?55!27’

and the dead beast shall be his. o o

B Vi i TH-39 XD MRw

The Gemara, Baba Kamma 29b, comments that although a pit that is dug on public
property does not belong to the digger, the Torah assigns responsibility to the
digger as if he owns the pit:

4.

R. Eleazar said in the name of R. Ishmael: There M DWW NYHR "0 NN
are two [laws dealing with] matters that are PR DM3T W HRYAL?
really not within the OWI’leI'Ship of man but 207 IRWYY TR bw N2
which are regarded by Scripture as if they were 993 37 9RY 1WA 77 RO

under his ownership. They are: Pit in the public
ground, and Leaven after midday [on Passover
evel.

wwn yam 0°277 mMwoa
71230 [Nvw]

Baba Kamma 29b {02 NnP Na2
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II. Intellectual Property

R. Shkop explains:

5.

The same is true regarding a pit, that the Torah
holds a person responsible by virtue of the fact
that the damage was caused by a damaging
force that is attributed to him. It belongs to him
because he either dug the pit or uncovered it.
He created the damaging force and therefore he
is considered the owner. We find the same idea
regarding intellectual property that it is
accepted as Torah law as well as the laws of
nations that one who invents something, he is
the owner of it regarding all rights. Similarly,
the Torah refers to the one who created the
damaging element of the pit as the owner of the

pit.

Chiddushei R. Shimon Yehuda HaKohen, Baba
Kamma no. 1
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Can one use the concept of damages for pits as the source for intellectual
property? R. Shkop certainly recognizes the concept of intellectual property.
However, his comments seem to draw a parallel between the two concepts and
do not necessarily provide a proof to the concept of intellectual property.
Nevertheless, one might still question on his own whether the concept of
damages for pits can serve as the precedent for the idea that whatever one
creates belongs to him. The challenge to this assertion lies in the comparison of
ownership to liability. The fact that the Torah holds the digger of the pit liable
for a pit that he created does not necessarily prove that one entirely owns his

creations.

Shavuot-To-Go 5767 / 2007

www.yutorah.org



II. Intellectual Property

An Alternate Approach

R. Yosef S. Nathanson, Sho'el u'Meishiv Vol. I, 1:44, does not see the need for a
source in the Talmud indicating that there is a concept of intellectual property.
To him, it is obvious that one acquires ownership over one's intellectual

innovations:

6.

It is obvious that when an author prints a
new book and merits that his words are
accepted by the world, he has rights to it
forever. Regardless, if you print something
new or develop a new technique, someone
else is not permitted to use it without
permission. And it is known that Rabbi
Abraham Jacob of Harobshob, who
performed arithmetic with a machine all his
life received compensation from the Kierow
(government) in Warsaw. And our complete
Torah should not be like their meaningless
conversations, and this is a matter that the
intellect rejects, and it is a regular
occurrence that the printer of a composition
retains the rights.

Sho'el u'Meishiv Vol. I, 1:44
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II. Intellectual Property

Discussion and Analysis

Given that Halacha does recognize the concept of intellectual property, are there
any limiting factors? Are the restrictions presented in the three above scenarios
valid halachic restrictions?

A potentially limiting factor is the concept of midat S'dom (the character traits of
the Sodomites). The Mishna, Avot 5:10, states:

7.

There are four types of people: One who says B AMING QTR M V2AOR
“What is mine is mine and what is yours is DN TN W o 2w
yours” - this is a median characteristic. Some Sw o170 NTA T 2N W
say this is the character of a Sodomite. One who HW PIRT OV W oW T

says “What is mine is yours and what is yours is
mine” - this is a fool. One who says “What is
mine is yours and what is yours is yours” - this
is a pious person. One who says “What is mine
is mine and what is yours is mine” - this is a
wicked man.

LW W T°01 T IO oW
WA 9w T

Mishna, Avot 5:10 207 MAR SPAD

What's wrong with someone who says "what's mine is mine"? Rashi, Baba Batra
12b, s.v. Al, states this is someone who won't give up something of his own even
if it poses no loss to him and will benefit someone else (zeh neheneh v'zeh lo
chaser). The Gemara, Baba Batra 12b, states that one can force an individual to
allow someone else to benefit from something if it causes him no loss. This
principle is known as kofin al midat S'dom.

Question: If one can force another individual to allow someone else to
benefit, can we now argue that the principle of kofin al midat S'dom
dictates the parameters of intellectual property? Can someone claim that
it is permissible to copy software, music, etc. because the copier benefits
from something at no loss to the producer?
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II. Intellectual Property

In order to answer this question, we must raise two more questions:

1) Does the principle of kofin al midat S'dom allow the one benefiting to take
the initiative and "force" the owner of intellectual property into observing
this principle by duplicating his work?

2) Should we assume that there is no loss to the owner of intellectual
property when someone duplicates his work? What is the definition of
loss for these purposes? Is it limited to monetary loss? What about
potential loss of revenue? What about intangible losses that don't relate at
all to money?

An Analysis of Kofin Al Midat S'dom

Let's answer these questions by analyzing the parameters of the principle of kofin
al midat S'dom. The Gemara, Baba Kamma 20a, notes that one of the cases of zeh
neheneh v'zeh lo chaser is where someone who needs a place to live moves into a
vacant home that is currently not for rent. The tenant benefits from having a
place to live and the landlord does not lose by having someone living on his

property.

Tosafot, Baba Batra 12b, s.v. K'gon cannot imagine the possibility that one can
employ kofin al midat S'dom to allow someone to move into a vacant home
without permission of the landlord. Tosafot comment:

8.

We only use force to enforce violation of midat 712 2170 NN DY PDIDT XA
S'dom for something that poses no loss to him 92913 13977 00 KD 51 O3
and will benefit someone else when the one S5 IKRY 1030 X0 9T
benefiting already moved into the landlord's 5195w XYW KT 9AR 90

courtyard, and we don't allow the landlord to
collect rent. However, it is obvious that the
landlord can prevent the squatter from moving
into the home even if the courtyard is not for
rent and the squatter is not going to pay rent

regardless such that the squatter benefits and
LA

the landlord does not lose. 7777 125 RAN2 R22,Mm20n

b FE

M5 01> XYW 12 nInb
XMPP K27 9XM2 “OX 022
A% 7Y RDT RI2A RIKD

.01 RY 1Y 7371 737 T

Tosafot, Baba Batra 12b, s.v. K'gon
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II. Intellectual Property

Mordechai, Baba Kamma no. 16, also addresses this issue:

9.

There are some who explain that we only force RD*7 7130 ROR 7910 PRT A"
when there is no possibility for the landlord to WA T R TOR OI1ONT
rent the property. However, if there is a g KD ROOH RO OANIRD
possibility for the landlord to rent the property, 119 7% 119970 995 TIRY
even if there are currently no renters, he cannot T KT AR W 01 KO

e donsdl. MR AT SYA VA mn

XD 52 M1 RWS AN T
S92 99%°0 KD RD D

Mordechai on Baba Kamma no. 16 'Y 90 NP Na2

The implications of Mordechai's comments are that there is not distinction
between preventing the squatter from moving into the property and charging the
squatter. Rather, there is a distinction between a home that can potentially be
rented out and a home that cannot. If it cannot be rented out, we employ the
principle of kofin al midat S'dom, and the landlord may not prevent the squatter
from moving in. If it is potentially rentable, the landlord may prevent the
squatter from moving in. Mordechai's comments are cited by Rama, Choshen
Mishpat 363:6. As such, it is arguable that one can employ kofin al midat S'dom in
a situation where there is no cause of potential loss. We find two different
approaches in the Acharonim as to how to deal with the opinions of Tosafot and
Mordechai.

R. Yechezkel Landa, Noda B'Yehuda, Choshen Mishpat 2:24, discusses a case where
Reuven paid a printer to print the Talmud (including the comments of Rashi and
Tosafot) with Reuven's commentary in the margin. After the printing was
complete, the printer used the same printing plates to print his own edition of
the Talmud while removing Reuven's commentary from this edition. Reuven
claimed that he was entitled reimbursement for half of the cost of preparing the
printing plates for press. The printer claimed that he had the option of
disassembling the plates and therefore, was entitled to use the printing plates for
his own benefit.

R. Landa denies the printer's claim that he is entitled to use the printing plates
for his own benefit since it causes no loss to Reuven. He notes that according to
Tosafot, kofin al midat S'dom is only applied in specific cases where the rabbis
deemed it necessary. Although Mordechai disagrees, R. Landa sides with the
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II. Intellectual Property

opinion of Tosafot. Therefore, R. Landa concludes that the printer is prohibited
from using the plates without Reuven’s permission.

R. Malkiel Tannenbaum, Divrei Malkiel 3:157, discusses the case of an individual,
Levi, who received government approval to sell a certain type of medicine. The
approval process involved an investment of capital. After his product hit the
market, Yehuda began selling the same medicine using Levi's letter of approval
as his license to sell the medicine. R. Tannenbaum was asked whether Yehuda
must compensate Levi.

R. Tannenbaum takes the opposite approach of R. Landa. He claims that Tosafot
only limit the principle of kofin al midat S'dom to situations where there is a loss to
the provider. If, for example, a squatter moves into a home and lives there, he
will inevitably cause wear-and-tear to the home and devalue the home, albeit
minimally. However, if there is no way to devalue the object that one is
benefiting from, which is true of a license, Tosafot agree that one may take the
initiative and use the item so long as there is no loss to the provider. Therefore,
R. Tannenbaum concludes that when the one benefiting is not using an actual
object of the provider, he may "force" the provider and use his product without
permission.

Nevertheless, both R. Landa and R. Tannenbaum note that if the one benefiting
would have paid for his benefit (if there was no way to procure the benefit for
free), it can no longer be considered zeh neheneh v'zeh chaser since the provider is
losing potential revenue.

R. Tannenbaum supports this idea from a ruling of Shulchan Aruch, Choshen
Mishpat 363:8:

10.

There are those who say that the rule that a IPOMRT RIT O DOMR W
squatter does not have to pay rent when the R WD THW PR XIIWOT
property was up for rent only applies when ROW K17 10w 12 My R
there was no indicator from the squatter that 9 1% XA Y NV 79
he is willing to pay rent. However, if the AIM7 12 WO PP KD AR 9w

squatter indicates that he would pay rent if

. . . . 9 x . 3 1n : p ’l D :N
the alternative is eviction, then he must pay T yT13 77 R 9

il bR Tak)
rent.
Shulchan Aruch, Choshen Mishpat 363:8 wIWR W, IR
m.aow
Shavuot-To-Go 5767 / 2007 14

www.yutorah.org



II. Intellectual Property

R. Landa cites a similar proof from a comment of the Gemara, Baba Kamma 20b.
The Gemara states that if there are two neighbors and neighbor A installs a fence
that benefits neighbor B, neighbor B is not required to split the cost of the fence
with neighbor A. However, if neighbor A's fence is insufficient in totally
enclosing neighbor B's property and neighbor B completes the enclosure,
neighbor B must split the cost of the joint portion of the fence with neighbor A.
Rashi, ad loc., s.v. Ad Heichan, explains:

11.

[By completing the fence on his own] he has revealed ORI P9 AT°IT TPNVIR S0
that he is interested in the installation [of the fence] nx 1oy 1"7151?31 TR W
of Reuven and he must therefore split the entire cost P
[with Reuven]. st
Rashi, Baba Kamma 20b. s.v. Ad Heichan 7Y AT 15 NP N33 0w

9557

In R. Landa's case, the printer invested additional capital to produce his edition
of the Talmud. By doing so he has exhibited his interest in investing money in
such a project and therefore, R. Landa rules that the printer must split the cost of
preparing the printing plates for press. Similarly, R. Tannenbaum rules that
Yehuda must split the cost of obtaining approval with Levi.

Applications of this Discussion

We can now return to the three scenarios presented at the beginning of this
section. As we have seen from the comments of R. Landa and R. Tannenbaum,
"loss" is not limited to actual monetary loss. Even potential loss of revenue is
considered loss for these purposes. However, in all three scenarios, there is no
direct monetary consequence of violating the intellectual property holder's
request. Yet, in each scenario, the IP holder can claim that he is losing something
when his IP is violated.
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1) In the first scenario, Shimon may lose potential sales of his album, should
someone else produces an album containing one or more of his songs.
Would you consider this a "loss" on his part?

2) In the second scenario, Lisa stands to lose her reputation as the best
gourmet chef in town. Would you consider this a "loss" on her part?

3) In the third scenario, there may be two reasons why Sam is reluctant to
reveal his secret. He may be concerned that if too many people find out
about this route, it will become congested and he will not save any time
on his commute. Alternatively, he may simply be interested in his own
pride as the fastest commuter in town, which he does not want to share
with anyone else. Would you consider this a "loss" on his part?

If any of these scenarios represent a bona fide loss on the part of the IP holder,
one can no longer claim zeh neheneh v'zeh lo chaser. Therefore, if IP is a valid
halachic concept, the IP holder should be able to restrict someone else from using
the intellectual property.

If these scenarios do not represent a bona fide loss, one must then analyze
whether one can apply zeh neheneh v'zeh lo chaser and the principle of kofin al
midat S'dom. According to R. Landa, the principle of kofin al midat S'dom does not
allow one to actively "enter" the property of the provider. According to R.
Tannenbaum, one may do so if there is no tangible loss to the provider.
[Additionally, splitting the costs is not relevant to this discussion because the IP
holders did not invest any money into the idea and the "violator" exhibited no
interest in paying for an alternative were this option not available.]

Now, let's try to apply some of the principles discussed to modern day questions
of intellectual property. In a situation where someone wants to duplicate
software, music, etc., simply because he does not want to pay for it, one cannot
apply zeh neheneh v'zeh lo chaser. The copier would have purchased the product
himself and therefore, the producer loses revenue from the copier. This point is
made by R. Moshe Feinstein, Igrot Moshe, Orach Chaim 4:40 (19):
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12.

Regarding one who produced a cassette of Torah M2TA 9TV OWYY INR N2T
thoughts and printed on the cassette that it is mMwyS  0IRY Ao SN
prohibited to duplicate the cassette it is certainly TMOR R 097V TV W 57U
prohibited [to duplicate the cassette] because [the

cassette] has monetary value and the cassette was QLR CERI AN RS
produced in order that those who wish to listen will DAMRY A 07 7L

pay. Therefore, midat S'dom does not apply... | 2"Rw 17 D5W9 1270% WPW
Duplicating a cassette without permission constitutes MYys ... ,0170 DTN DWwn RO
a violation of theft. XOW AR DPLA AR D1

912 OO RIT NIWN2

Igrot Moshe, Orach Chaim 4:40 (19) RIT RN ATN LAWR MR

However, there are certain situations which are more ambiguous:

( Situation #1}

/A teacher would like to present a handout of wvarious sources of\
photocopied texts. Some of the books state that it is prohibited to
photocopy any portion of the book, even for educational purposes. Is the
teacher permitted to ignore the restrictions listed in the book? Should the
teacher be required to purchase a copy of each and every text for each
and every student? [Keep in mind that according to U.S. law, there is no

klegal basis to these restrictions if the photocopying constitutes "fair use".] /

( Situation #2}

A person purchases software that he would like to install on multiple
computers in his home, for the benefit of his family. Is he permitted to do
so or must he purchase multiple copies of the software?
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( Situation #3 W

-

There is a certain software product that is very expensive and is generally
purchased for business purposes. Steve would never entertain purchasing
the software, but it would be beneficial to him to install it on his computer
in order to restore some old family photos. Is Steve permitted borrow the
installation disk from his friend and install the software on his computer?

\

(Situation #H4 W

Is it permissible to transfer music from a CD onto an MP3 player or should
one purchase a separate license for the music on one's MP3 player?

In these situations, the producer is not necessarily losing when the product is
duplicated. It can only be considered a loss if the copier entertained purchasing
the product and then decided to copy it. Nevertheless, according to R. Landa,
the fact that there is no loss to the producer does not allow one to take the
initiative and violate the rights of the producer. However, it is possible that R.
Landa will agree that if the claim of the producer is entirely unreasonable (such
as the case of the teacher who is producing a source book) that one may take the
initiative and duplicate the work. [R. Tannenbaum himself suggests that R.
Landa may agree on this point.] Furthermore, it is arguable that if the specific
action is permissible according to U.S. law, the producer's restrictions are not
meant to create further restrictions but to deter those who actually violate the
copyright law.
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Additional Restrictions on the User

In the first section, we discussed the halachic status of intellectual property and
its limitations. Some producers of original content are not satisfied with the
restrictions that IP law (and Halacha) place on the consumer and therefore place
their own restrictions on the use of the product. In this section we will discuss
the halachic status of some of these additional restrictions.

Condition of Sale

One method used by producers to deter duplication and distribution of their
work is making the sale conditional on not duplicating or distributing the
protected content. There are two questions that must be asked regarding these
conditions. First, is the condition effective if the buyer is not aware of the
condition at the time of purchase? Second, what are the consequences if the
conditions are violated by either party?

Any condition that is placed inside a package or a software package is called a
"shrink-wrap license" or a "box-top license." In U.S. law, courts have offered
varying rulings regarding the legality of these conditions. In Step-Saver Data Sys.,
Inc. v. Wyse Tech., the Third Circuit Court of Appeals ruled that shrink-wrap
licensing does not bind the consumer to the conditions that are placed in the
package. In M.A. Mortenson Co. v. Timberline Software Corp., the Washington State
Supreme Court upheld the conditions placed in the package.

What is the halachic status of a shrink-wrap license? The Gemara, Kiddushin 49b,
states:

1.

A certain man sold his property with the 70019 AT RN2Y R
intention of emigrating to the land of Israel, DRI PIRD poMD RNVIR
but when selling he said I’IOthil’lg. Said Raba: N‘?W bal\s Nb 13377 N17°V2)
That is a mental stipulation, and such is not AM37 3T K37 MR TR
recognized. oOrR avaw oA ahaw
9
Kiddushin 49b AT
U PRI
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Rashi, ad loc., explains that this individual intended to sell the land on condition
that he, the seller, moves to Israel. However, at the time of the sale, he didn't
explicitly state his intentions. Therefore, we don't bind the buyer to this

condition.

Rabbeinu Asher, in his responsa, 81:1, rules that the nature of the situation will

dictate how explicit the condition must be:

2%

There are three levels regarding this matter. If
the situation is such that his intentions are clear,
even if he does not indicate that the sale is under
these conditions, the conditions are binding.
Then there is a situation where an explicit
condition is required, such as the case of the
individual who sold his property intending to
relocate to Israel. The rule is that unless he
explicitly indicates what the conditions of the
sale are, the conditions are ignored, as per the
rule that ‘matters in the heart (i.e. thoughts) do
not have legal status’. However, if there is
sufficient indication of a condition to a sale, no
explicit condition is required, because his
actions dictate his intentions ... Nevertheless,
when his intentions are not obvious and there is
no indication in his actions of an implied
condition, an explicit condition is required.

Responsa of Rosh 81:1

92 1272 WO PPn awhwy
TINT KD ORI RN NS 0D
73 "OR 797 INVTT 7770 1IN
nmpn WM YA RS nvT
T°aT7 RO NYT 0N ovaT
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Rabbeinu Asher's ruling is codified by Rama, Choshen Mishpat 207:4. As such,
shrink-wrap licenses or similar conditions would not be binding unless the buyer
received some indication that purchasing the product binds the buyer to certain
conditions. It would not help to print the conditions in fine print on the package,
nor would it help to place the conditions on a paper inside the package. The only
way these conditions would be binding is if the conditions were prominently
displayed on the package so that every purchaser notices the conditions.
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Assuming that the conditions are binding on the buyer, one must still address
the consequences if the buyer violates the conditions of the sale. In a normal case
of conditional sale, when the conditions are violated, the sale is cancelled, the
buyer returns the product to the seller and the seller refunds the money.

R. Ya'akov A. Kohen, Emek HaMishpat, Vol. IV, 37:4, notes that the following
problem arises when the sale is only valid on condition that the work is not
duplicated: Suppose someone duplicates the work. He now has a duplicate
copy and the sale of the original copy is null and void. The buyer now has the
legal right to return the original copy and receive a refund while still holding on
to the duplicate copy. It is almost certain that the producer would never agree to
refund the money. This proves that the condition of sale was not meant as an
actual legal condition. Rather, the condition was meant solely to convey to the
buyer another level of moral responsibility.

Limited Sale

R. Zalman Nechemiah Goldberg (Techumin Vol. VI, pp. 370-1) presents a novel
approach to limit the rights of one who purchases a duplicable product. He basis
his approach on a Beraita cited in Baba Metzia 78b:

3.

This agrees with R. Meir, who ruled: Whoever 55 AMRT X ORD AN
disregards the owner’s stipulation is treated as a N°27 5Y3 5w Ny 5y Pavns
robber. Which [ruling of] R. Meir [shows this . VRN 027 07 19T XOPI
opinion]? Shall we say R. Meir? ... Rather, it is 91 X°INT PRD 71 KT KOX

the dictum of R. Meir. For it has been taught: R.
Simeon b. Eleazar said on R. Meir’s authority: If
one gives a denar to a poor man to buy a shirt, he
may not buy a cloak therewith; to buy a cloak,
he must not buy a shirt, because he disregards
the donor’s desire.

DWN MR MIYIR 12 PN
WY AT IMIT PRD 27
nohv 12 np° K2 PPN NP
19 PP Y2 nRY KD YU
oya Sw o wnyT By vavaw

Bakahy

Baba Metzia 78b IV NYIXA Na2

R. Goldberg suggests that although we don't follow the opinion of R. Meir, the
rabbis who disagree with R. Meir are of the opinion that there is nevertheless a
prohibition against violating the will of the owner. The issue is whether it is
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considered theft to violate the will of the owner. According to R. Meir it is
considered theft and according to the other rabbis it is not considered theft, just
inappropriate behavior. Furthermore, if the contributor specifically states that
the recipient may not use the money to buy clothing, then all agree that using it
for this purpose is considered theft.

Based on this assertion, R. Goldberg claims that a producer can sell a product
specifically for the purpose of normal use and exclude duplication rights from
the sale. This applies even if the buyer is unaware that this is the intention of the
sale. In this respect, a limited sale differs from a sale on condition. Regarding a
sale on condition, the sale is a complete sale and therefore, the buyer must have
an indication that the sale has a condition attached. However, if the sale is such
that the seller is only interested in selling a portion of the use of the product, the
seller does not have to know that these are the terms of the sale. He merely has
to know that the seller does not want the buyer to duplicate his work. If the
buyer is aware that the seller does not want his will violated and the buyer
violates his will, R. Meir considers the buyer a thief and the other rabbis consider
it inappropriate behavior.

Following R. Goldberg's article, a rejoinder was written by R. Ya’akov A. Kohen,
op. cit.,, chapter 38. One of the problems that he finds with R. Goldberg's
approach is that he assumes that one can limit the sale of an item to retain non-
tangible rights to the item. However, there are numerous Acharonim who are of
the position that one can only retain tangible rights to the item sold. For
example, Chazon Ish, Even HaEzer 73:18, states:

4.

One who sells property while limiting the rights Ton? 9 KW vwnn
to sell the property to someone else or to place a AT OPRORTY 970D N90Y
lien on it, the limitation is not binding because 250 MIYD W KOT W
the seller did not retain anything for himself. VDY TWYY KO) TWYW KOR
Rather, he is dictating what can be done and 371 99
what cannot be done and the statement is

meaningless.

Chazon Ish, Even HaEzer 73:18 MR T 1N L UON T

As such, one cannot sell a product and still own the rights to sell it or duplicate
it, as such a condition attempts to retain a say for the seller in the disposition of
the product, even though none of the product remains in his ownership. [This
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argument addresses the actual product. This does not relate to the discussion of
intellectual property.]

Licensed, not Sold

Many software companies include an end-user license agreement (EULA) that a
user must agree to prior to using the software. The agreement is physically
placed in the packaging of the software, or alternatively, it is displayed to the
user on his computer screen prior to installation. The EULA will generally state
that the software is licensed, not sold. What this means is that the user does not
actually own the product. He is merely using a product that belongs to the
software company and is paying royalties for the use of their software. The
software company considers the transaction a lease rather than a sale.

Softman v. Adobe involved a case where SoftMan Products was purchasing
bundled software from Adobe and reselling the individual components. Adobe
claimed that this violated the terms of the EULA which specifically prohibits the
resale of individual components of the package. This assertion alone would have
been insufficient to make their case because of the "first sale doctrine" of the U.S.
Code (Title 17 § 109). This section states that "the owner of a particular copy . . .
lawfully made under this title . . . is entitled, without the authority of the
copyright owner, to sell or otherwise dispose of the possession of that copy."
This doctrine applies only to goods that are sold, and therefore, Adobe claimed
that the software was licensed, not sold, and therefore was not subject to the
"first sale doctrine."

The U.S. District Court Central District of California ruled that:

The circumstances surrounding the transaction strongly suggest that the
transaction is in fact a sale rather than a license. For example, the
purchaser commonly obtains a single copy of the software, with
documentation, for a single price, which the purchaser pays at the time of
the transaction, and which constitutes the entire payment for the "license."
The license runs for an indefinite term without provisions for renewal. In
light of these indicia, many courts and commentators conclude that a
"shrinkwrap license" transaction is a sale of goods rather than a license.

As in the case of the conditional sale, the primary argument against the claim
that the product is "licensed and not sold" is that the buyer thought that he was
entering into an agreement of sale and not of a lease. The halachic discussion
that relates to condition of sale should apply here as well. If there is some
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indication that the "buyer" is aware that he is not actually purchasing the
product, one can argue that it is legally binding as a lease. However, if there is
no indicator, and the buyer was under the assumption that he was purchasing
the product, then the fine print or terms inside the package would not be binding
on the individual.

If in fact the license is halachically valid, what are the ramifications? Shulchan
Aruch 307:1 (based on R. Yehuda's opinion) rules:

S.

One who rents from his friend an animal or 2°99 IR 902 1R 0
utensils is adjudged a paid guardian and is PN PY MWD 10T
responsible for theft or loss (i.e. an object that 099N =793R) =2°133
goes missing) but not accountable for accidents. PO1RA

VOWR TR W TR

Shulchan Aruch Choshen Mishpat 307:1 -

If one who purchases software is only considered a lessee, then if the disk is
accidentally damaged, the '"lessee" should be able to either get a refund or
procure a replacement for the damages disk from the software distributor, who,
as the lessor, is responsible for accidental damages. In actuality, many EULAs
only have a limited warranty on the actual disk. From a halachic perspective,
this is inconsistent with the laws of renters.

Shavuot-To-Go 5767 /2007 24
www.yutorah.org



IV. Piggybacking on a Wi-Fi Connection

Piggybacking on a Wi-Fi Connection

Over the last few years, many homes and businesses have installed wireless
routers that allow users to access a computer network using radio signals.
Access to the network means that the wireless user can potentially access the
internet, access the files stored on the network, and use the network's printers or
other accessories. The network administrator has the option of securing the
router using encrypting technology so that only authorized users can access the
network. However, many times the network is not secured and anyone within
range of the radio signal can access the network using a laptop computer and
wireless Ethernet card. The question then arises: Is it permissible to access an
open (unsecured) network without permission in order to check one's e-mail,
visit a webpage or download a file? [It is quite obvious that one is not permitted
to enter the network and procure sensitive or potentially confidential
information that is stored on the network.]

It should be noted that accessing an open network potentially leaves one’s
own computer vulnerable to unauthorized access by other network users.

There are two components to this question:

( Question #1 w

/ When someone accesses an open network, he is using the services of the\
internet service provider (ISP) without any payment to the ISP. The
ISP normally charges for internet service. Is using an internet
connection through an open network considered a theft of service from
the ISP? Is such a user causing the network owner (the person who
contracted with the ISP for internet service) to violate his terms of

\service with the ISP? /

( Question #2 W

When someone uses an open wireless connection, he is basically using
someone else's router and/or computer without permission. Is this
permissible?
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The Internet Service Provider

Every ISP has its own unique terms of service. Some ISPs limit the number of
computers that may be connected to the internet via wireless router to only one.
Many ISPs will charge an additional fee to the user for the right to connect
additional computers beyond the first to the internet. Other ISPs don't place any
restrictions on internet sharing as long as the users don't perform any illegal
activities, and many advertise this as a value-added feature of their service.

If the ISP places no restrictions on sharing of internet access, then sharing the
connection is certainly not stealing from the ISP. If the ISP does place
restrictions, one must then address the following questions:

1) Is the user bound by the terms of service provided by the ISP?

2) Is there a distinction between a passerby using the service and a neighbor
who regularly uses the open connection rather than paying for his own
service?

3) In many areas there are multiple ISPs, all of whom have different terms of
service. What are the ramifications for a user who is unsure of which
service he is using when accessing the open network?

The discussion of zeh neheneh v'zeh lo chaser (see section II of this booklet) is
relevant to this discussion. After all, one might argue that the ISP does not lose
anything when the wireless user accesses the internet. At the same time, the user
benefits from the free internet access. Is this a logical claim?

At first glance, one can counter this argument by stating that the ISP does in fact
lose by the user accessing the internet because he is using services that he would
have otherwise had to pay for. However, two factors must be considered.

First, many internet plans are priced based on the speed of the connection. The
subscriber is then paying for a certain amount of bandwidth. If the subscriber
chooses to allow others to use the bandwidth, it is his prerogative, as that use is
limiting his own service. No matter how many users take advantage of the open
network, the ISP will never be forced to deliver more bandwidth than it has
already contracted to provide.

Second, there is a difference between a resident who is using his neighbor's
wireless network and a traveler who is using the service on a one-time basis. The
ISP can reasonably expect the neighbor to purchase his own subscription plan.
Therefore, the ISP can claim a potential loss from the wireless user's decision to
piggyback on someone else's network. However, the ISP cannot reasonably
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expect a passerby to purchase a plan for the one time that he is using the internet
in that location. Therefore, one can apply zeh neheneh v'zeh lo chaser.

There are ISPs that offer a service that provides national internet access through
cellular networks. If the local ISP provides a cellular service, they can claim that
instead of piggybacking, one should purchase national access. However, the
cellular plans are currently very expensive, and are primarily suited for those
who travel frequently - for business travelers, not the occasional traveler. Thus,
the ISP’s claim may be unreasonable, at least with regards to the occasional
traveler. This may change as prices for national access decline. One must keep
in mind that even if zeh neheneh v'zeh lo chaser is applicable, there is a dispute
between R. Landa and R. Tannenbaum as to whether the one benefiting can take
the initiative in procuring his own benefit.

If there are multiple ISPs in an area and one cannot determine what the
restrictions are vis-a-vis the ISP, the question can be reformulated as: May one

use an object or service without permission if there is a doubt over whether the
owner minds? This question will be addressed later in this section.

Accessing the Network without Permission

Accessing an open network is similar to using someone's computer without
permission. The Gemara, Baba Batra 88a, states:

1.

The argument is about one who borrows MDD RP NYTA ROV PRIWwa
without the knowledge of the owner. One is of 720 MY M7 BRI 120 N
the opinion that such a person is legally 21 19T

considered a borrower, and the others are of the
opinion that he is a robber.

Baba Batra 88a 12 KIN3 K22
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Shulchan Aruch, Choshen Mishpat 292:1, rules in accordance with the opinion that
one who borrows something without permission (sho'el shelo mida'at) is
considered a thief.

Does this mean that one can never use the property of someone else without
permission? There may be two limitations to this principle. First, Ritva, Baba
Metzia 41a, s.v. U'Shlosha states:

2%

And in the usage that he makes of it is there a WO W RITW WRwn2 1M
monetary loss to the owners? Even though he is Doya Sw onnnd  Dpop
not losing out from the usage, it is possible that WIAWN2 0RNA 1RY 5"YR)
it will break in handling or some damage will =5 Su5URT STRT T°T WOR

occur to it, for regarding an object which cannot
be damaged by handling, one cannot say that
one who borrows without knowledge of the T S
owner is a thief, for he did not do anything, and

all this is based on the foundation of the N2 ROT M7 1913 YT ROW
Ramban. 1TI0M T 991,07 RYY Ty

J"ann b

1ORT ,PTI 772 VIR WX Nawn
P11 o7Th XY R"RY 272

Ritva, Baba Metzia 41a, s.v. U'Shlosha 77 RYOXA Raa R''awven
bR

Ramban is of the opinion that one is not considered a thief for using someone's
object without permission unless it is something that can potentially be devalued
through its use. Borrowing something without permission would not render one
a thief if there is a guarantee that its use will not affect the object whatsoever.
Nevertheless, R. Efraim Navon, Machaneh Efraim, Hilchot Gezeilah no. 20,
contends that Ritva, as quoted by Nimukei Yosef, Baba Batra 44b, s.v. Amar
HaMechaber, disagrees:
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3.

The composer said that since we already know
that the rule is according to the Sages, who say
that he is a thief, it would appear that it is
prohibited for a man to lay his friend’s tefillin or
to wrap himself in his friend’s tallit without his
friend’s knowledge. But my master says that the
case of performing a mitzvah is different,
because people want others to perform a mitzvah
with their money. These are the words of Ritva.

Nimukei Yosef, Baba Batra 44b, sv. Amar
HaMechaber, qtg. Machaneh Efraim, Hilchot
Gezeilah no. 20

11275 9"PT 1% "NannT R
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70N 177 2TRY ORY
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According to Ritva, use of someone's tefillin without permission would be
prohibited, if not for the fact that we assume that the owner would want
someone to use his tefillin in order to perform the mitzvah. Tefillin are not
generally subject to wear-and-tear, but nevertheless, were it not for the fact that
we assume the owner does not mind someone borrowing tefillin without
permission, it would be considered theft.

R. Navon notes that the comments of Ritva regarding tefillin are not necessarily a
direct contradiction to the comments of Ramban regarding using something that
cannot be devalued. He does not provide the rationale for this distinction.
Perhaps the distinction is that tefillin can potentially be damaged through misuse.
If the tefillin are dropped, one of the corners can chip. If the tefillah shel rosh is
placed on wet hair, the moisture can damage the leather. Therefore, it would be
prohibited to borrow tefillin without permission, absent the assumption that the
owner would want to lend out his tefillin to enable others to fulfill the mitzvah.
Ramban's comments are limited to a case where it is virtually impossible to
devalue the object through that particular use.

Assuming this distinction is correct, one must ask the following question
regarding accessing an open network: When one accesses the network, it is
virtually impossible to cause any physical damage to the router (except for some
very minor wear-and-tear, which will be addressed later in the section). At the
same time, the act of accessing a network certainly creates the possibility of
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damaging the network either intentionally or unintentionally. Should one view a
user of an open Wi-Fi network as someone who is merely accessing the internet
and who cannot cause any damage to the system, or should one view him as
accessing the entire network and potentially endangering the entire system?
This is a difficult question to answer.

There is a second limitation to the principle of sho'el shelo mida'at. As was
mentioned previously, if it is assumed that the owner doesn't mind if someone
else uses his object, it is not considered theft. There are two questions that must
be addressed in determining whether one can assume that the network
administrator does not mind if someone accesses the network to use the internet.
First, does the fact that the network is left open indicate that the administrator
does not mind other people accessing the network? Second, may one assume
that the network administrator does not mind if someone uses his network to
access the internet simply because it does not affect him?

In analyzing whether the open, non-secure status of the network serves as an
indicator that the administrator does not mind if others access the network, one
must understand the various reasons why a network might be left unsecured:

1) The administrator purposely left the network unsecured in order to
provide free access to those who are passing by.

2) The default status of the router is unsecured. The administrator is aware
that others can access his network, but securing the router is not a high
priority of his.

3) The administrator is totally unaware that his network is unsecured.

If the network is left open for one of the first two reasons, one may access the
network because the administrator does not mind. If the network is open
because the administrator is not even aware that it is not secured, it is impossible
to know whether he would or would not mind if other people use the network.

The passerby who locates the open network has no way of knowing why it not
secured. Absent a survey of administrators who leave their network unsecured,
it is difficult to state definitively that the administrator does not mind if someone
accesses his network.

Assuming that such a survey were conducted and the results were that most
people don't mind if their network is accessed for the purposes of using the
internet, but some people do mind, would that be sufficient to allow someone to
assume that any given network is administered by one of the majority of people
who don't mind?
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The Talmud Yerushalmi, Demai 3:2, states:

4.

R. Shimon b. Kahana was being serviced by R.
Elazar. They passed a vineyard. R. Shimon said
"bring me a splinter [from the fence] so that I
may use it as a toothpick." He then retracted
and stated "don’t bring me anything. If every
individual would do this, the entire fence would
be destroyed."

Talmud Yerushalmi, Demai 3:2
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Maggid Mishneh, Hilchot Gezeliah 1:2, comments on the Yerushalmi's statement:

S.

It is a Biblical prohibition to steal even the
smallest amount Nevertheless, some
commentators wrote that this only applies to an
amount that some people are particular about.
However, to take a splinter from a bundle or
from a fence in order to pick one's teeth is
permitted since nobody minds if such a small
amount is taken. And even this the Yerushalmi
prohibits as a matter of piety.

Maggid Mishneh, Hilchot Gezeliah 1:2
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Maggid Mishneh's comments are codified by Shulchan Aruch, Choshen Mishpat
359:1. There are two points that can be learned from Maggid Mishneh's
comments. First, Maggid Mishneh states explicitly that if the majority of people
don't mind if a certain quantity is stolen, but there are a few people who do
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mind, one may not take it. One can apply this rule regarding use of a router
without permission if the assumption is that majority of people don't mind but a
minority do mind.

Second, if the quantity that is "stolen" is so minimal that nobody would mind it is
permissible to "steal" that small amount. Nevertheless, it is still improper to do
so because if everyone does the same, it will have a significant effect. How does
this apply to using an unsecured network to access the internet? How does this
apply to the minimal wear-and-tear caused to the router?

One variable that must be addressed in dealing with this question is the location
of the network. If the network is located in a heavily populated area, one can
apply the Talmud Yerushalmi's concern that when multiple people take
advantage, it can collectively cause a loss to the owner. If many people access
the network, it can slow down the network significantly. If the network is
located in a suburban area, it is unlikely that other people are also accessing the
network and there is much less of a concern for collective cause of loss.

Another variable to consider is the amount of bandwidth used by the wireless
user. If he plans on browsing standard websites, the amount of bandwidth
required is minimal and will probably go unnoticed by others using the network.
If the user is downloading multimedia content, onto his computer, more
bandwidth is used and it is more likely to affect the speed of the rest of the
network.

There are two final items to consider before one assumes that the administrator

does not mind that his network is being used without permission. Both are
based on the comments of Shulchan Aruch, Orach Chaim 14:4:

6.

It is permitted to take the tallit of a friend and Man v I N
make a blessing over it, so long as the borrower Hopw 7252 Yy 7NN
folds it after use, if he found it folded. 900N FIRXA DR AR

7:7° M0 AN, T IR

Shulchan Aruch, Orach Chaim 14:4

First, R. Yoel Sirkes, Bach, Orach Chaim no. 14, comments on this ruling:
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7.

And this was not permitted because it is a ROR I8P DWA 1°NT XY
mitzvah [to put on a tallit]. Rather it was ™I KT VPRI DM RIPRI
permitted because it is a happenstance. And we SRR KOR N7

learn from this that it was only permitted as a
happenstance [and not for regular use].

L1 "
Bach, Orach Chaim no. 14 e =RR BRI TSI

R. Sirkes draws a distinction between regular use and occasional use. Perhaps
the reason for this distinction is that if the falit is being borrowed on a regular
basis, the owner might expect the borrower to purchase his own talit. This
distinction is significant regarding accessing a wireless network. Even if one
assumes that a network administrator doesn't mind occasional use, if the user
uses the service on a regular basis, one can assume that the network
administrator would not be as forgiving knowing that he is paying for a service
that the wireless user should also be paying for.

Second, R. Yosef Teomim, P'ri Megadim, Orach Chaim, M.Z. 14:6: states:

8.

And it is obviously appropriate to ask MY POYAYS ORTY IR
permission if the owner is with him... and we DY 1IN0 PRI ... T2 XYW
do not rely on presumption when there is an ™17 WOKRT DIPMA AP
opportunity to find out explicitly. 5pa
"
P'ri Megadim, Orach Chaim, M.Z. 14:6 TR 2% TN B2 28
7

According to P'ri Megadim one can never rely on the assumption that the owner
does not mind if one can easily ask the owner if he minds. In suburban areas, it
is usually easy to figure out whose network is open in order to ask the
administrator if he minds if someone accesses the internet through his network.
In urban areas it is virtually impossible to locate the administrator.
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